
�在�1ĺWAF�Õ�uk⼦子 



Who  am  I

ÿÅIdęMayIKissYou 

k;g}J�lO~Ç� 



01
WAF �Íy



Nginx-lua-waf  
Modsecurity

�<�iZ	vQweb的®ÎÏ�ä{Ë×�WAF这



02
WAF ��<



 6é�ĦĚ多/-�	�¶只http://www.miku.com/

1.php?id=1%20and1=1 

⽤用�+Ê�¶§/�®þ多�情�^Vē���ñó情�y�e�sŅ�[m
Į只TCP/IPŋį⽤用Ų��ª6Į�Æ到TÍyñó¸{�Ų 

 ���	VĲ�Æ���情�¾WAF�sŅ³^��下情��Ý!,C�
ł�I@Å6ÍyIĉ�ŋč���WWAF bypassŭ

http://www.miku.com/1.php?id=1%20and1=1


Know It  Then Bypass It



03
WAF BYPASSf�



 ���9�
上Zð�BYPASS WAF]Ü��&ê��VWAF¶ºF8�f

�6Þ�Ó��ò{/ä{��j这«6�jý¾WAF��°�上h���6Ç

á�¸ñQ5¤�x你上个$ÎÏ这 

 4e�j�t�����\�pÌ�C上�e�YPNíæ
�1@�上

�e�%)N1@上R£Níæ
�1@�这b�!�Çá�Â������

pÌ上ēãWAF)	À÷��epÌ上�!�#,«6�e�jbypass¼WAF

�这

�j4��  ��&��



04
    WAF BYPASS



]þĖPuzzle到



�ÓčÞbypass
        Þ6Æ到对�»��发"WAF情²zÆ到对mysql情sqlserver情oracle情
postgresŭ,+²z�mysqlÆ到对�⼦子情��我���vVē�M��y出
ìŭ�:�我�WAF��vblâ$select fromŭ[�<¯好,select from�⼦子]

 1űselect  id from table        09 0A 0B 0C 0D A0 20 只(也⽤用

 2űselect  id from table        /**/ /*!50000*/ /*!*/只d(也⽤用

 3űselect  id from table     select-.1,select!.1,select~.

1,select(1),select`host`,select’`’ 

                                                select”1”,select@1      只dd(也⽤用 4űselect  id from table       select{x version()}, select.`corp`.corp_id  from 

corp;(…) àf�¬)WAFV"�ì�^ 我�K9情select fromK^5�ťãä为0_

�情w�µĚ



]þ1

ţśjğű�Hš���Uû时会发" 

ţś.�űhttp://wooyun.org/bugs/wooyun-2010-0121291

我�sqlÌ�时会发"��v情��们��â$我� []select[][]from[]�	;�时
会 
1):�下1Ũåa-z,A-Z,ú_0Æä 
2):�下2Ũåa-z,A-Z,ú_0Æä 
3):�下3Ũåa-z,A-Z,úų 
4):�下4Ũåa-z,A-Z,ú_0Æä



]þ1

ţśjğű�Hš���Uû时会发" 

ţś.�űhttp://wooyun.org/bugs/wooyun-2010-0121291



]þ1

ţśjğű�Hš���Uû时会发" 

ţś.�űhttp://wooyun.org/bugs/wooyun-2010-0121291 

M¿×nÌ�Ųhttp://zone.wooyun.org/content/13270

http://wooyun.org/bugs/wooyun-2010-0121291
http://wooyun.org/bugs/wooyun-2010-0121291
http://wooyun.org/bugs/wooyun-2010-0121291


'�

�	º⼈人=É上WAF�ĊF	



WEB�ÄØÞbypass

        Þ6WEB®þ多�»���WWAF bypass情²z�Ĥ¥��asp+IIS 

aspx+IIS php+apache java+tomcatXŭ 

        �¬)¢¼���6�Ehttp�¾ŕX~�>þ�情r±�<�{¾��
��ļ°WAF1`http¾ŕ,ú4kĐ中1`http¾ŕ�⼤大ŀ»�情Þ6⼤大ŀ»
��bypass WAFŭ 

 �
»:��+£好Ē�0L%	(�上GÚ��+好Ē.
��j`�

3VWAF�bypass��Û°�这



WEB�ÄØÞbypass

g��»�ű 

1ęIIS +asp(%) 

»ŧ那Ä%情�µĐ中�t��Ń�s%elect��v情�WAFĮ!�¾ŕ-�
� P��s%elect情|��iis+asp�Đ中��v情¾ŕ-�� P�selectŭ 

2ęIIS+aspx(%u) 

Iis®þ多êÃ1`unicode�¾ŕ情⼦子M��1`select��ä那�W
unicodeŌÔ情!,��M��s%u006c%u0006ect情�Fä那�IIS«¤�K9
�T§õ�select情|�1`WAFĮ情!�«¤��¢¼#�
s%u006c%u0006ect情�G��这3bypass�!�ŭ 

3űIIS+asp|aspx 

HTTP Parameter Polution  



WEB�ÄØÞbypass

4ęapache ĔÑ�method 

�ywaf1`method¾ŕ可ß情⼦子MGET POSTX情|�apache®þ多¾ŕ
¨'�2�可ß情t��Ń�method� HELLOXÛ�²ä那��v情��!,
�情LWAF'�)ŕ9a�ÈØ¢¼�ŭ 

ţśűhttp://www.wooyun.org/bugs/wooyun-2013-024599 

http://www.wooyun.org/bugs/wooyun-2013-024599
http://www.wooyun.org/bugs/wooyun-2013-024599


WEB�ÄØÞbypass

5ęphp+apache ĔÑ�boundary 

PHP�¾ŕmultipart data��v��:�»�情1`boundary�ĉx情5
��成Äfa�¢¼情⼦子M��ñ下�boundary�----aaaa,123456情php¾ŕ
��v5ĉx�----aaaa,9a�¢¼过'�ĉxŭDL�8�MWAF�E¾ŕ�
�v情�!�w���ï	ä那Ś情±�!���-BBYPASSŭ 



]þ2

ţśjğű�	�]Õ��6windowsĒÒŐbypass 
ţś.�űhttp://wooyun.org/bugs/wooyun-2010-0115175

我�Õ�ű 
1⽤用ű我�  id=1 and  1=1 

2⽤用ű我�  id=1 a%nd 1=1 

3⽤用ű我�  id =1 %u0061nd 1=1 

我���</B�a�7ľ�gVTWAFA"ũô�ŭ

http://wooyun.org/bugs/wooyun-2010-0115175
http://wooyun.org/bugs/wooyun-2010-0115175


]þ2

ţśjğű�	�]Õ��6windowsĒÒŐbypass 
ţś.�űhttp://wooyun.org/bugs/wooyun-2010-0115175

DL±¸�%u0061Ĭ(���Ì]ŭ 
t�����ű 
�<��%uxxxx#,就­65535D�¯Đ,���	�X-/�ú and3�
�我.
5�ascii�andÙ![n]b ���T��] 
­�ÕUi65535�¯Đ¹�D���H���¡ę 

%00aa0%00e2����]�¤w

http://wooyun.org/bugs/wooyun-2010-0115175
http://wooyun.org/bugs/wooyun-2010-0115175


]þ2

ţśjğű�	�]Õ��6windowsĒÒŐbypass 
ţś.�űhttp://wooyun.org/bugs/wooyun-2010-0115175

D9��Å6µRçbypassô�ÿ以�ĒĔŭ 

�?���CĚ 
a�öó�¬À·Íę 
http://blog.sina.com.cn/s/blog_85e506df0102vo9s.html 
Author by yuange 

��Ĩ{¾��ű 

��½���widechar情widechar iis!,¸{情
�T§õŭ情�	widechar��!�§õ�c�
	ä那ŭ 

http://wooyun.org/bugs/wooyun-2010-0115175
http://wooyun.org/bugs/wooyun-2010-0115175
http://blog.sina.com.cn/s/blog_85e506df0102vo9s.html
http://blog.sina.com.cn/s/blog_85e506df0102vo9s.html
http://blog.sina.com.cn/s/blog_85e506df0102vo9s.html
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WAFÞBypass
        Þ6WAF��o�»���W发"ŭ��Å�WAF�òķ
�ÂW情WAF

�ñÎ��v��÷很ËRa�7ľŭ⼦子Mű 

        1⽤用WAF 没我�� 

        2⽤用WAF 说��� 

        3⽤用WAF �j´ 

        4⽤用WAF BUG 

        5⽤用�8  



WAFÞBypass
WAFøÆj� 

还�WAF,ú�yÿWAF只!�⽤用�ñÎ��v��想`Ĺî�情!��y最的
}�ğ��ŭ�£��们��"�	Ç¦Ĥ�有ĉ�[ĳIP情à�IP情ĳĵ­情
à�ĵ­情®þ]ŭ���sð�ŏ��	sð���£�ŭ 

iŁ没我�����£�!�!%情⼦子M��Å6post�½�	\�情!��
��£�情post��	\�MP�1	G��%情WAF4�
$没我1	G��%
��Ų 

最的��ÀÃ�:WAFÂW��ķ
���情�-最��vñ下�就Ó�没我
�%情t���%O`�	h���v就Ó��没我�ŭ 

r±��ÈØťĖŝ地Æ到�payload情��!�发"WAF没我�ŭ



WAFÞBypass

k⼦子ű 

1⽤用http://zone.wooyun.org/content/17331  bypass �Uû 
  
 Å6?èÆ到ťĖpayload情Å���"没我��个ŭ 

2⽤用http://wooyun.org/bugs/wooyun-2010-089246 bypassÑ�ÿqí 
  
 �	dedecms�Ï来Å6Ñ�ÿqí情Cõ�¶RçTĒū情`�Cõ�¶
Rç©ĥŗq?èÆ到情bypassŭ 

3⽤用bypass⾃自<ÿ和只N�f我�⽤用 
 �:要üecs®þ多我��èŭ

http://zone.wooyun.org/content/17331
http://zone.wooyun.org/content/17331
http://zone.wooyun.org/content/17331
http://wooyun.org/bugs/wooyun-2010-089246
http://wooyun.org/bugs/wooyun-2010-089246


WAFÞBypass
WAFåxj� 

�y½来还�ĒĔñó��ňë�O说���v·么6é�了情MŒ�XX�
�情�÷很�O说���vbypassô�:�ĒĔÖ�情X�ñó�说�ý`�
个ù��vJŤø�²�eŭ



WAFÞBypass

k⼦子ű 
�Kf我�IPS��v�M±7ľ情k能Đ中��wooyun�/B��	⼦子*ŭ 

http://wooyun.org/bugs/wooyun-2010-094367eÉűjannock 

}�¶©/c�/¹�H情�Hŏ���v��mHţô�情'�Ŏ/waf�真
řŭ

http://wooyun.org/bugs/wooyun-2010-094367
http://wooyun.org/bugs/wooyun-2010-094367


WAFÞBypass

WAF FUZZ 
 Å6ě_$分我WAFñó1`ä那¸{�ı�ŀ²情�agV "WAF�«¤
�sŅÆ到K9�E~ª�Æ到Á¾ŕ情�yWAF!�Ü`�o�¾ŕ��情1
`不yä那¾ŕ-n情ö3U得�bypassŭ 
 �V²我���下ű 
         1⽤用űget�¶¸ 
         2⽤用űheader�¶¸ 
         3⽤用űpost urlencode¢¼¸ 
         4⽤用űpost form-data¢¼¸



WAFÞBypass

WAF FUZZ ]þę 
来了[×ę360sÚİĊÌ�Ēū时会发" 
来了0zęhttp://wooyun.org/bugs/wooyun-2010-091516 

Ær¢yę 
�6ÕUüÆ360a©àÊ3Vurlencode�¯Đ��f上¶��ÕUF8上Ær
�KÔ´b��urlu��é%26� c上8W�sql�s�âÖ)	N360a©à
Êđ不上��bypass�这 

B8��ý¾H�payloadvQ¥^�s这 

'�ęìÆ�<%26�&Đ�上���¬��+ùĐ上G360a©àÊ���)	
3V%26�f�上ÒÛ�OÝ�bypass这

http://wooyun.org/bugs/wooyun-2010-091516
http://wooyun.org/bugs/wooyun-2010-091516


WAFÞBypass

WAF FUZZ ]þę 
来了[×ę�UûĆ��FRçĒū时会bypass 
来了0zęhttp://wooyun.org/bugs/wooyun-2010-087545 
Ær¢yę 

 �6ÕUüÆlOÃ�POSTL²��lOÃ��f这��ÕU�6��)	
vQurlencode$�¯Đ上Ær�KÔ´上b��在有payload�|	0x00� 
c上�ÒÛlOÃOÝbypass上是I��¦�ÐT¬��ÁHselect 1 from 2. 

'�ęìÆ�<lOÃ3V���post�ÓvQ� 上�我� cõ�0x00F8
�我ï��上È�bug上ÒÛ�lOÃ�bypass这



WAFÞBypass
WAFq[� 

 WAF�ñÎK也�们��÷很�j´Ö�ŭM��á{IP�ŏ�情��cdn
®þ多�ŏ�XXŭ�y�¶�!QÐ�情�ÙZWAF没我�⼀一ŭ 
 w��j´�ip.�MP��sŅĮw��ip情�F�们bypass��情MP
去6ª6Į�Æ到e��j´情�G�!�ö3bypassŭ



WAFÞBypass
WAFq[� 

k⼦子ű 
 nginx-lua-waf�E�j´w�IP��vÅ6�X-Real-IP�pe��j´¢
¼情&Y上�	äì�ù�!,T/(RĽº�ŭ��!,�"ō��	IP�分
我µnginx-lua-waf��j´.�ŭ±¸��们�我�⼩小�.�,úµñó�	C
ì�.�ŭ 
 



WAFÞBypass
WAFq[�只Ć都7ľ⽤用 

 �yWAF�E是下��v5æ¡1`不�	起j�WĒĔ情�8�起j�
æ¡�WĒĔ情r±�!���1`WAF�W是下domain=xxx.comŭMP�	
domain�¢¼��httpĮ$w��S情cG�!���ö3bypass�ŭ

MPdomain�¢¼�hostw��S情MPµÚ;��"=Įŏ��情��ö3bypass



'�

¿TWAF�_�::ßß上�	�
¤�#����bypass�«Ø这



n7ęWEB�6ÇáÞbypass

        Þ6WEBª6�»���WWAF发"ű 

 1⽤用űú [url�mú 上base64] 

 2到ęu�L²�A½[þHdedecmsRcms�j上vQË�¬�do上

GET上COOKIE上POST³½] 

 3到ęPOSTu�L²�³½[urlencode2form-data]



�ç±

 �j�t�����\�pÌ�C上�e�YPNíæ
�1@�上�e�%
)N1@上R£Níæ
�1@�这 
  
 �*����j�1@上WAF�ÎÏ�M�web3è�⼀一ôS�上���
上
bZ	��jpÌëNWAFÀ÷�� c上ª§��	���1@这ĖH�!@�
���mysql�pÌ到 

         `��!�6î"bZ	��jNWAFÀ÷�� c�!>�#û上¨E�
�j4��上�!%	(�0L#,&好Ē这 
  
  
ű



Thank you !


